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— O riginal Message — 

From i t OGC) (FBI) 

Se nt; Monday. Mav 16. 2005 9: 28 AM 
Toi l (OGO (FBI) 

Cc| 1 lOGG fFBlI: THOMAS. I NI TF F. If 

(OGC) (F BI); I l OGC) (FBI) 

! IfOGO (FBIl 

Subject; REL^roposal to amend ECPA NSL to get type[ 
Importance: Fligh 


SENSI TIVE BUT U N CLASSIFIED 
NON-RECOR D 


b6 

b7C 

b2 

b7E 

b5 


I note that ttie NSL Letter's criminal law administrative subpoena counterpart in ECPA, 
Section 2703(c)(2), is broader than 2709 in that the criminal version was expanded to 
include methods of payment. Since both provisions were amended by the USA Patriot 
Act (USPA) (Section 2703 by USPA Section 210, and Section 2709(b) BY USPA 505), 


a traditional statutory interpretation of parallel provisions woul d support the inferenc e 
that Congress intended the limitation on 2709 to be purposefull i 


NSL VIO-22373 


b5 


6/21/2007 
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PRIVILEGED DELIBERATIVE DOCUMENT • NOT FOR DISCLOSURE OUTSIDE 
THE FBI WITHOUT PRIOR OGC APPROVAL 


Associate General Counsel • Unit Chief 
Science & Technology Law Unit 
Engineering Research Facility 
Bldg 27958A, Room A-207 
Quantico, VA 22135 


b2 

b6 

b7C 


— Original Message — 

From ) | OGC) (FBI) 

Sent: Thursday, May 05, 2005 5:24 PM 

Toj — , K OGC) (FBI) 

,-CcJ l__|[OGC7tFBI); THOMAS, JULIE F. (OGC) (FBI); 

I toGO(FBI) 

Subject; FW: I [Proposal to amend ECPA NSL to get 


NSL VIO-22374 


6/21/2007 
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SENSITIVE BUT UN CL ASSIFI ED 
NON-RECORD 


thank j | 

Ortninal MfK«aap 

From! |(OGC) (FBI) 

Se nt; Wednesday, May 04, 2005 5:02 PM 

Tq;I U OGC) (FBI); THOMAS, JUUE F. (OGC) (FBI)f 

I If OGOTFBI) 

Subject; ! [ Proposal to amend ECPA NSL to get 


b2 

b'7E 

b5 

b6 

b7C 


b6 

b7C 

b2 

b7E 


SENSITIVE BUT UNCLASSIFIED 
NON-REC ORD 


b5 


I have to respond to an EC from! laboul issuing an amended form ECPA NSL 
in pertain oircumstances. ^ 


b2 

b7E 


"Under the authority of Executive Order 12333, dated December 4, 1981, and 
pursuant to Title 18, United States Code (U.S.C.), Section 2709 (Section 201 of 
the Electronic Communications and Privacy Act of 1986, as amended), you are 
hereby directed to provide to the Federal Bureau of Investigation (FBI) the 
names, addresses, l engths of service, and electronic communication 
transactional records! I 


X 




I of the person or entity to whom the 
TOMOwmg teiepnone numoer was registered on [insert date]." 







|ln fact, apart from the opening 

paragraph of 2709. wherein it states that "wire or electronic communication 
service provider shall comply with a request for subscriber information and toll 
billing records, or electronic communication transactional records," neither of 
the paragraphs under (b) "required certification" even deal with transactional 



NSL VIO-22375 


6/21/2007 
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SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNC LASS IFIED 


SENSI TIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNC LAS SIFIED 


SE NSITIVE BUT UNCLAS SIFIED 


SEN SITIVE BUT UNCLA SSIFIED 


NSL VIO-22376 


6 / 21/2007 




Message 


Page 1 of 3 


|(OGC) (INT) 


From: THOMAS. JULIE F. (OGC) (FBI) 

Sent: Thursday, May 05, 2005 1;45 PM 

To: I l (OGC) (FBI 

Cc: 1 [oGC) (FBI) 


OGC) (FBI) 


Subject: RE:| proposal to amend ECPA NSL to gel 


SENSITIV E B UT UN CLASSIFIED 
NON- RECORD 


b6 

b7C 

b2 

b7E 

b5 





jpiease coordinate this with Ucj 

1 junit. 


Julie 


- — Original MeMaoe- 

From 


](OGC) (FBI) 


Au laroumTioti 

HEFZIU IS UtrCLASSiriEII 

I AT-: 07 -J« 2 CC 7 By 6 S 179 B.nH/TAH/KSR/JB 


Se nt: Thurcriav. May flF. 1 :in PM 

ToJ t OGC) (FBI); THOMAS, JUUE F. (OGC) (FBI) 


c d I ogcT 

Subject: RE| proposal to 


(FBI) 

amend ECPA NSL to gel 


SEN SITIVE B U T UNCLAS SIFIED 
NON-RECOR D 


b6 

b7C 

b2 

b7E 


b5 

b6 

b7C 


b5 

b6 

b7C 


Or iginal Message 

From: l l (OGC) (FBI) 

Sent; Thursday, May 05, 2005 8:38 AM 

To: THOMAS. JULIE F. f OGCl (FBI)_ , 

Ccj [OGC) (FBI) I KOGC) (FBI) 

Subject: Kb I I proposal to amend ECPA NSL to get ] 

SENSITIV E BUT UNCLA SSIFIED 
NON-RECORD 


b6 

b7C 

b2 

b7E 

bS 



b.5 

b6 

b7C 


Original Message 

From: THOMAS, JULIE F. (OGC) (FBI) 
Sent; Wednesday, May 04, 2005 6:25 PM 


NSL VIO-22377 


6/21/2007 
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To:| l(OGC) (FBI)J |{OGC) (FBI); 

(OGO(FBI) , ^ 

Subject: RE:| proposal to amend EG^A NSL to get 


SENSITIVE BUT UNCLASSIFIED 
NON.RECQRD 

Isn't this something that UC^^^Jeeds to weigh in on? Julie 


bo 

b'7C 

t)2 

b7E 


"O riginal Message- 


FrornL 


JOGC) (FBI) 


Se nt; Wednesday, May 04, 2005 5:02 PM 
Tnl ^(OGC) (FBI); THOMAS, JULIE F. (OGC) (FBI)!” 



suDiect i I roposal to amend ECPA NSL to gel 


SENSITIVE BUT UNCLASSIFIED 
NON-R ECORD 


b6 

b7C 

b2 

b7E 

b5 


I have to respond to aq. 
certain circumstances. 


EC froml iahniit i^iSLiina an amended form FOPA NS! in 


b2 

b7E 

b5 


"Under the authority of Executive Order 12333, dated December 4. 1981, and 
pursuant to Title 18. United States Code (U.S.C.), Section 2709 (Section 201 of the 
Electronic Communications and Privacy Act of 1 986, as amended), you are hereby 
directed to provide to the Federal Bureau of Investigation (FBI) the na mes, addresses. 
lengths of sen/ice, and electronic communication transactional record^ ~| b5 

[ of the person or 

entity to whom the following telephone number was registered on [insert date]." 


b5 


I I In fact, apart from the opening paragraph of 2709, 

wherein it states that "wire or electronic communication service provider shall comply 
with a request for subscriber information and toll billing records, or electronic 
communication transactional records." neither of the paragraphs under (b) "required 
certifica tion" even deal with transactional records. The statute clearly is inartfullv 
HraftpH I I 


NSL V T O-223 7 8 


6/21/2007 
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b5 


Please give me your thoughts. 


SEN SITIVE B UT UNC LA SSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BU T UNCLASSIFIED 


SENSITIVE BUT UNC L ASSIFIE D 


NSL VIO-22379 


6/21/2007 
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](OGC) (INT) 


From: THOMAS, JULIE F, (OGC) (FBI) 


Sent: Wednesday, May 04, 2005 6:2 5 PM 

To: I [oGO (FBlJ loGC) (FBI); 

(OGC) (FBI) 


Subject: RE | [ Proposal to amend ECPA NSL to gel 


SENSITIVE BUT UNCLASSIFIED 

NON-RECORD ALL IlfFOEKATIOK COl-JTAltED 

HEF^;iK 15 UNCLASSIFIED 

Isn’t this something that Uc | | eeds to weigh in on? Julie 07-l6~20Q7 lY 65I7& DMa/TANj^K 


b6 

b7C 

b2 

b7E 


Original Message 

From: 1 |(OGC) (FBI) 

Se nt; Wednesday. Mav 04, 2005 5:02 PM 

To j t oGC) (FBI); THOMAS, JU UE F. (OGD (FBnf 

Subject j I Hroposalio amend ECPA NSL to get| 


SENS ITIVE BUT 
N ON-RECORD 


]OGC) (FBI) 


b6 

b'7C 

b2 

b7E 

b5 


I haue tn rpgnnnd tn an FC. frnml lahniil i^eiiinn an amnndprt tnrm FCPA MSI in rprtarn r-irriim<stflnf-ee 


b2 

b7E 

b5 


"Under the authority of Executive Order 12333, dated December 4, 1981 , and pursuant to Titie 1 8, United 
States Code (U.S.C ), Section 2709 (Section 201 of the Electronic Communications and Privacy Act of 
1 986, as amended), you are hereby directed to provide to the Federai Bureau of Investiga tion (FBit the 
names, addresses, lengths of service, and electronic communication transactional recordsl 

lot the person or entity to whom the following 

telephone number was registered on [insert date)." 



In fact, 

apart trom tne opening paragraph or 2 /uy, wnetein it states that wirs or uiectronn; cummunicatiSn service 
provider shall comply with a request for subscriber information and toll billing records, or electronic 
communication transactional records," neither of the paragraphs unde r fbl "required certification" even 
deal with transactional records. The statute clearly is inartfullv dratted. I I 


b5 


b5 


NSL VIO-22380 


6/21/2007 
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Please give me your thoughts. n 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


NSL VIO-22381 


6/21/2007 


From: 

Sent: 

To: 

Subject; 


\m (FBI) 

Marrh ?7 PM 

l(OGC) (FBI) 

toil Dining recoras 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


The email responses I received were negative for any problems l" | 

— -OrlQlnal Message- — 

From: I loGC) (FBI) 

Sent: Friday. March 2^, 2006 7:27 AM 

Yo: CPT All rr^rr 

Cc: I I (OGC) (FBI); THOMAS, JULIE F. (OGC) (FBI) 

Subject: NSL toll billing records 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



Thank j I 


SENSITIVE BUT UNCLASSIFIED 


ALL rWFCPHATIDN COHTAIHEt? 
HEFJSIW TiS , tjli’CLA2SIBTE9 
DATE BT 


SENSITIVE BUT UNCLASSIFIED 


1 


NSL VIO-22382 















Can I find out who is interested in attending and when you are available? 


n ^ 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


NSL VIO-22384 






Not often that I am aware. 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



Original — 

From: I if OGC) (FBI) 

Sentj Wednesday, Apri l 19, 2006 12:12 PM 

ToJ, ■ 1 

Cc: 1 l OGC) (FBI) p 

Subject: RE: NsL lOBs - rewording the attachment! 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b2 

b7E 

b6 

b7C 

b5 







— Original Mes sage — 

From; I f FBll 

Sent: \A/aHnoeHa<> flnrillQ OnnAII-Cg 

To: J l OGO (FBn: FBI ALL CDCs 

Cc; I |(OGC)(FBI) I 

Subject: Kb: NbL lubss - rewording the attachmerl 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


tD 6 

b7C 

b2 

b7S 

b5 


b5 


— Original Mess age — 

From: [ [OGC) (FBI) 

Sent: ' WyunytiUdy, Afjril ly, iUUb 11:38 AM 

To: FPr Ai I rnrc ^ ^ 

Cc: I t OGC) (FBI) b7C 

Subject: FW; NSL lOBs - rewording the attachment ! | 

SENSITIVE BUT UNCLASSIFIED 
NON>RECORD 


b5 

b6 

b7C 


Original Message — 

From: I 

Sent: Monday, Apni 17, 2006 

To: THOMAS, JUUE F. (OGQ (F8I);^ 

Subject: NSL lOBs - rewording the attachment! 


□ (OGC) (FBI) 
7i38PM 


fcon-r* 


2nOCC)(FBI) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b6 

b7C 



b5 


2 


NSL VIO-22386 








b6 

b7 


SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 


3 NSL VIO-22387 




I(OGC) (INT) 


From: 

Sent; 

To: 

Cc: 

Subject: 


I 




^FBI) 
TFPM 
l(OGC) (FBI) 


GC) (FBI) 


Kb: NbL lUBs - rewording the attach men[ 


b’7C 


b /E 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


— Original 

From: I ~| qGO (FBI) 

Sent: Wednesday, April 19. 2006 12:1 2 PM 

To: ! j(FBI) 

Cc; MOYER, SALLY ANNE (OGC) (FBI) 

Subject! RE: NSL lOBs - rewording the attachment 


b6 

b7C 

b2 

b7E 


SENSITIVE BUT UNCLASSIFIED b5 

NON-RECORD 


b5 

b6 

b7C 


Ori ginal Message — 

From: \ [fBI) 

Sent; Wednesday, April ig, :!0Ub AM 

To; “ 


) (FBI) 


. ... f 

Subject: RE: NSL lOBs - rewording the attachmerf 


^ t OGC) (FBI); FBI.ALL CDCs 
pen (I 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


D 


b6 
b7C 
b5 
b2 
b ' / Fj 


Original Mess age — 

From: \ tOGC) (FBI) 

Sent: ' AphI ly, ,^UUb'll:38 AM 


AIL INFORHATIOS C OLTAII-IEL 
IffiREIH .^TS71IMGLAS.SIFI^ 

D&1T'.07:^i5-5CC^7BT 55.1.79 DI'ffl/TMI/KSR/ JB 


b6 

b7C 


NSL VIO-22388 








Tn; FRT Al I mrc ^ 

Cc; l b GO^FBI) , , 

Subject: FW: NSL lOBs - rewording ttie attachment | D / L 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b6 

b7C 


— Original Mess age 

From: I f oGO (FBI) 

Sent: Monday, April 1 7 2006 2:38 PM P 

To: THOMAS, JUUE F. (OGC) (FBI) j >QGCWFBn:l 

Subject: NSL lOBs - rewording the attachment } 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


loGCVFBn _ 


b6 

b7C 

b5 


b5 

b6 

b7C 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


2 


NSL VIO-22389 





SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



tJ' 





b5 
b6 
b7 

SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 


2 NSL VIO-22391 



ItOGCt (INT) 

From: I | (FBI) 

Sent: Mnnriav .lanuan/ UM. yilHB 10 0?AM 

To: I I QGCI (FBI) 

Cc: TH OMAS, JULIE F. (QGC) (FBI) 

Subject: FW ) | 

k)4 

SENSITIVE BUT UNCLASSIFIED O 7 D 

NON-RECORD 


FYI 


b6 

b7C 

b4 

b7D 


Original Message 

From: I I fCTDWFBn 

Sent: _ PrlHav/ laniiarvn^ '?nnfi PM 

To: 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Greetings, 


b.5 

b4 

b7D 

b6 

b7C 

b2 


If you have any questions, please don't hesitate to call. 


SS/Sf 

CTD- 


Communications Anaiysis Unit (CAU) 
LX-1 1S-425 


Office 
Pagei 

"You aon r Know me power of 


the Dark Side..." 


— Original Message — 

From: I t cnjl (CON) 

Sent: ThnrgHav/ laniiarvOR 7nniS S-lfi PM 

To: 


Subject; \ 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


“I 

b6 

b7C 

b4 

b7D 


Ml IHFOtmiTOK EOUTAmiD 

BlBEnr IS OTCLAS3IFIED 

PATE ;:d7:-M^2:qS“ BY 65179 BHHyTAJJ/KBa.,'J£ 


1 


NSL VIO-22392 


rr D" o" 




Hello there CAU 


b5 

b6 

b7C 

b4 

b7D 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


2 


NSL VIO-22393 
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Page 1 of 2 


;OGC) (INT) 


From: [ 

Sent; Monday, June 27, 2005 5:47 PM 
To; 

Subject: FW: 


](OGC) (FBI) 


~|(OGC) (FBI) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



b7E 


thanks i I 
-Or iginal Message- 


3' 


Fromq 

Sen t: Monday, June 27, 2005 2 ... 

Toi l l(FBn; 

Subject:] | 


OGC) (FBI) 
PM 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Jfbi) 


b6 

b'7C 

b2 

b7E; 

b5 


b5 

b6 

b7C 


b5 

b6 

b7C 


AEI NIHFQFaiiTIOH COHTAIJJED 

HEBEIH IS tmCLASSiraED 

SATE 07^16-3007 Wl 65179 I'HHfTAJI'-KSf./ JB 


NSL VIO-22394 


6/21/2007 


cr rr 






Message 


Page 1 of 2 


J(OGC) (INT) 


bo 

b7C 

t)2 

b5 


Original Message 

From i I fOGn (FBI) 

Sen t: Friday, May 06, 2005 9:0 7 AM 

To: I ^ lmGC>fFBn 

Subject: Rl | f ’roposal to amend ECPA NSL to gel 


SENSITIVE BUT UN CLASSIFIED 
NQN-RECQRD 


b6 

b7C 

b2 

b7E 


From; I ~l (OGC)(FBI) 

Sent: Monday, May 09, 2005 8:29 AM 

To: I l (OGC) (FBI) 

Subject: Re I I Proposal to amend ECPA NSL to gef 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I agree with your analysis, but what Is the game plan now? 


TJHIRW 


National Security Law Policy and Training Unit 


FBI HQ Room 7975 ^ 

Unclassifie d Fax: (202) 324-T 
Secure Faxl 


ALL IHFOPHATION 

HEPEIH:,.a:S TJHCLASSIFIED 

DATI ^ei;^16-2C07 BT 5^5179 Pffii/TAH/KSFl/JB 


b6 

b7C 

b2 


Or iginal Message- 

From:C 


]0GC) (FBI) 


Sent: Wednesday, May 04, 2005 5:02 PM _ 

To: I lOGC) (FBI); THOMAS, JULIE F. (OGC) (FBI); Q 

(FBI*) 


Subjed ] [ proposal to amend ECPA NSL to geJ 


S ENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b6 

b7C 

]{OGC) b2 

b7E 

b5 


I have to respond to an EC from I [about Issuing an amended form ECPA NSL in certain 
circumstances. Before I draft an EC, I wanted to make sure everyone is on board with this. It is not 
a problem in my mind, and I want to make sure you concur before I start on this. 


b2 

b7E 


"Under the authority of Executive Order 12333, dated December 4, 1981, and pursuant to Title 16, 

NSL VIO-22395 


6/21/2007 









Message 


Page 2 of 2 


United States Code (U.S.C.), Section 2709 (Section 201 of the Electronic Communications and 
Privacy Act of 1986, as amended), you are hereby directed to provide to the Federal Bureau of 
Investigation (FBI) the names, addresses, lengths of service, and electronic communication 
transactional records, to include type of service being furnished, ( e .a. Voic e Over Internet Protoco l 
lin e. Digital Subscriber Line, Cable Tel evision, internet access, regular telephone line, etc .), of the 
person or entity to whom the following telephone number was registered on [insert date]." 


b5 

b6 

b7 


SE NSITIVE B UT UNCLASS IFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


NSL VIO-22396 


6/21/2007 




Message 


Page 1 of 5 


SECRET 

]OGC) (INT) 


From: | 

Sent: TupriIav npr.pmhpr14, 2004 12;35 PM 


](OGC) (FBI) 


To: 


|OGC)(FBI) 


Subject: RE: ECPA NSLs 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


DAtEj;;;d7^X6;^2007 

CLAS3irm;;BY;;;65i79;^OT 

I^ASSH: 

MrT;A33in''::efr: :p7:-:x 


b6 

b7C 

AIL IJirOPilATIQB COHTAIMEI! 

HEPEIU IS IJMCLASSiriED EXCEPT 
KEERE SHOra OnjEHHISE 


bl 

b5 

b6 

b'7C 


on qinal Message — - 

From i r OGG (FBI) 

Sent; TiifisriciY, Nnvpmter 7 ?>, 2004 8:02 AM 

ToJ [OGC) (FBI)E 

Cc: BOWMAN, MARION E. (OGC) (FBI) 
Subject: RE; ECPA NSLs 


])GC) (OGA) 


b6 

b7C 


SEN SITIVE BUT UN CLASSI FIED 
NON-RECORD 


b5 


Original Message ^ b6 

FromJ |(OGC)(FBI) b7C 


Se nt: Monday. Novemb er 22, 2004 10:37 AM 

To l OGO (FBI); | |(OGC) (OGA) 

Subject: f=W: ECPA NSLs 

SENSITIVE BUT UNCLASSIFIED 
NON-RECO RD 



SEOtET 


NSL VIO-22397 


6/21/2007 











Message 


Page 3 of 5 



Hope this sati sfies vour request . If you have any questions or need additionai information, please 
contact me at| | 


Thank you 


b2 
b6 
b T C 


O riginal Message 

From I I fOGO fFBIt b6 

Se nt; Friday, Ngvember 19 . 2004 12:53 PM b 7 C 

To J t CTDl (CON) 

Subject: FW; ECPA NSLs 

Importance: High 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


bb 

b6 

b7C 


thanks! j 

— 0 riQinai Message-— 

From j t CTD) (FBI) 

Se nt: Friday. November 19, 200 4 12:13 PM 

Toil l_JOGC) (rei) ^ 

CcJ KOT) (CON)j l(CTD) (FBI) 

Subject; RE: ECPA NSLs 
Importance: High 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Regarding the wording for NSL's, I should have this to you shortly. 


bb 

b7C 


If you have any further questions please let me know. t)b 


uorflmunieations Analysis Unit 
4315 
work) 

SkyTel pager) 
Non secure fax) 


CDIUn 


6/21/2007 


^^ 0-22399 






Message 


Page 4 of 5 



SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT U N CLASSIFIED 


SENS ITIVE BUT UN C LASSIFIED 



6/21/2007 





Message 


Page 5 of 5 



SE NSITIVE B UT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SFCI 


;L VIO-22401 


6/21/2007 



Message 


Page 1 of 4 


JiOGC) (INT) 


](OGC) (FBI) 


From; Q 

Sent: Monday, November 2 2. 2004 10:37 AM 

To: 


OGC) (FBI);[[ 


](OGC) (OGA) 


Subject: FW; ECPA NSLs 


,0 b 

b7C 


SENSITIVE BUT UNCLASSIFIED 
NON»RE CORD 


[ per m y discussions witlf 
inrnrmatinn nmuiriert hvT 


~llwo weeks ago, they explained to me the range of 



b5 

b4 

b7D 

b6 

b7C 


b5 

b6 

b7C 


your thoughts are welcome 


-O riginal Messaqe-- 


FromL 


JCFD) (CON) 


Sent; Monday, November 22, 2004 9;31 AM 

T° .l 


Cc[] 


Subject; RE; ECPA NSLs 


J(CTD) (FBI) 


30 GC) (FBI) 


t)6 

b7C 

ALL IHFOEHATION COBTAIKEI) 

HESEnf IS tWCIASSIFIEB 

BATE ;07-16-2007-By~65i79 Btffl/TAHyKSR/ JB 


SENSI TIVE BUT UNCLASSIFI ED 
NON-RECORD 

b5 

t)6 

b7C 

NSL VIO-22402 


6/21/2007 




Message 


Page 2 of 4 



- — Original Messa«~ — , 

From; l \ (OGC) (FBI) 

S ent: Friday. November 19 , 2004 12:53 PM 
T d t TDI (CON) 

Subject; FW: ECPA NSLs 
Importance: High 

SENSI TIV E BUT U NCLASSIFIED 
NON -R ECORD 


b5 

bG 

bV 


b6 

b7C 


thanks] j 

- — Original Message- — 

Fromj |CTD) (FBI) 

Sent: Friday, November 19, 2004 12:13 PM 
To i I (OGC) (FEU_ 

Cc; l I CTDI (CON); 

Subject: RE; ECPA NSLs ' 

Importance; High 



NSL VIO-22403 


b'6 

b7C 


6/21/2007 








Message 


Page 3 of 4 



SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


NSL VIO-22404 


6/21/2007 




Message 


Page 1 of 1 


I l(OGC) (INT) 

From: | |(OGC)(FBI) 

Sent: Wednesday. May 04 , 2005 5:02 PM 

To: I loGC) (FBI): THOMAS. JULIE F. (OGC) (FBI);! 

'iFHT} I 

Subiect I I Proposal to amend ECPA NSL to ge 


S ENSITIV E BU T UNCL AS SIFIED 
NON-RECORD 


]0GC) 


b2 

b7 

b6 

b7 

b5 


1 have to respond to an EC from | [ about issuing an amended form ECPA NSL in certain circumstances. Before 
I draft an EC. I wanted to make sure everyone is on board with this. It is not a problem in my mind, and I want to 
make sure you concur before I start on this. 


b2 

b7 

b5 


"Under the authority of Executive Order 12333, dated December 4, 1981, and pursuant to Title 18, United States 
Code (U.S.C ), Section 2709 (Section 201 of the Electronic Communications and Privacy Act of 1986, as 
amended), you are hereby directed to provide to the Federal Bureau o f investigation rFBh the names addresses 
lengths of service, and ele ctronic communication transactional records! ^ | 

I of the person or entity to whom the following telephone number was registered on [insert 

■33T5I: 


b5 


1 intact, aparurom 
jTvice I 


iriu upuMiny paiayiapn ui 4/U9, wiiuieiii iisiuies iiidi wiieui eieaiUMiuuuiiiiiiuiiiuuiioii seivice provider shall ^ c 
comply with a request for subscriber information and toll billing records, or electronic communication transactional 
records," neither of the paragraphs under (b) "required certification" even deal with transactional records. The b 6 
statute clearly is inartfully drafted I I b7C 


Please give me your thoughts. □ 


SE NSITIVE B UT UNC LA SSIFIED 


kit IMFOKEkTrOH COMTAISIEIj 

HEPJliH bIS TTHCLASSIFIED 

DAH 07-16-2007 BY 6SI79 niH/TM/KSR/ JB 


NSL VIO-22405 


6/21/2007 






Message 


Page 1 of 7 



SENSITIVE BUT UNCLASSIFIED kereoi is OTrtA.-.STFTFr 

NON-R EC ORD DATE 07-lfi-2QQ7 EY 65179 DKE/'TAa/K5R,'JE 


b6 

b7C 


original Message — 

From: THOMAS, JUUE F. (OGC) (FBI) 




6/21/2007 






Message 


Page 2 of 7 


b5 

b6 

b7C 


Original Messaae-- 

From^ 


Se nt; Monday, May 16, 2005 12 :03 PM 

To 
Cc 


](OGC)(FBI) 


~3oGC) (FBI) 

POT (FBI ); THOMAS. JUUE F . (OGC) (FBI 


K OGO (FBI);. ^ 

Subject; RE ) F roposal to amend ECPA NSL to get! 


Inrtrt fFRtj 


'£ 


](OGC) (FBI); 


JOGC) (FBI) 


SENSITIVE BUT U NCLAS SIFIED 
NON-RECORD 


b6 

b7C 

b2 

b7E 

b5 


b5 


NSL VIO-22407 


6/21/2007 




Message 


Page 3 of 7 


PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI 
WITHOUT PRIOR OGC APPROVAL 


Associate General Counsel - Unit Chief 
Science & Technology Law Unit 

Engineering Research Facility b6 

Bldg 27958A, Room A-207 b 7 C 

Quantico, VA 22135 b2 

Tel.l 
Fax 


O riginal Message u a 

From J I fOGQ (FBI) 4 

Sent: Monday, May 16, 2005 10:23 AM 

To: | k OGCHFBl) b2 

Cc: ( I (OGC) (FBI): THOMAS, 1 IJI IF F. lOFin fFRll J I b 7 E 

(OGC)(F BI)i n OGC)(FBI);| |(OGC) (FBI)J f t)5 

I I (OGC) (FBI) !=i 

SuDject: RE | p roposal to amend ECPA NSL to get 


S ENSITIVE BUT UNCLASSIFIED 
NON-RECOR D 


Thanks, |~ | 


b6 

b7C 

b5 


thanks. □ 


— Original Message — 

From ! K OGCl (FBI) 

Sent: Monday, May 16, 2005 9:28 AM 

^oi ,__|OGC) (FBI) 

Cc:l I (OGC) (FBI) THOMAS, JULIE F. (OGC) 

(OGC) (FBI); I (OGC) (FBI) ] 


(FBI);| 

2^(cfeCHFBII 



NSL VIO-22408 


b6 

b7C 


6/21/2007 







Message 


Page 4 of 7 


I K 0GC1 fFBli I 

Subject; RF l b ronosal to amend ECPA NSL to ge 
Importance: High 

SENSITIV E BUT UNCLASSIFIED 
NON-RECORD 


b 2 

b7E 

b 6 

bVC 

b 5 


I note that the NSL Letter's criminal law administrative subpoena counterpart in ECPA, 

Section 2703(c)(2), is broader than 2709 in that the criminal version was expanded to 
include methods of payment. Since both provisions were amended by the USA Patriot 
Act (USPA) (Section 2703 by USPA Section 210, and Section 2709(b) BY USPA 505), 
a traditional statutory interpretation of parallel provisions would support the inference 
that Congress intended the limitation on 2709 to be purposefull | 

b4 

b7D 

b5 

I l ot aeclion 21 1 of the USA Patriot Act which nrohihits the 

provider's disclosure of a subscriber's video programming. I I 


l ot Ltonoress' 

intent under 2709. 


( he order requirements of section 251 Bmtb1 to indicate "the nature and 
type of wire or electronic communications services" | 


b5 


STLU will draft such a statute to have it standing on the shelf. 




PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE 
THE FBI WITHOUT PRIOR OGC APPROVAL 


Associate General Counsel - Unit Chief b 7 C 

Science & Technoiogy Law Unit 
Engineering Research Facility 


NSL VIO-22409 


6/21/2007 








Message 


Page 5 of 7 


Bldg 27958A, Room A-207 
Qua ntico, VA 22135 
Tel. I 
Fax. 


Or iginal Message — 

Fromi l I (OGC) (FBI) 

Sent: Thursday, May 05, 2005 5:24 PM 
To jl ’ i rOGO (FBI) 

Ccl t OGC) (FBI); THOMAS, JUUE F. (OGC) (FBI); 

a OGC) (FBI) 

roposal to amend ECPA NSL to ge 


b6 

b7C 

b2 

b7E 

b5 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


thanks] I 


DZ 

b7E 

From:l 1 fOGCI fFBH 


b6 

Sent; Wednesday, May 04, 2005 5:02 PM 


b7C 

Toil lOGC) (FBI); THOMAS, JULIE F, (OGC) (FBI)| 

b5 

roGc^ fFBn 

Subject:] foposal to amend ECPA NSL to gel 



b6 

b7C 


SENSITIVE BUT UNCLAS SIFIED 
NON-RECORD 


I have to respond to an EC fromi labout issuing an amended form ECPA NSL b2 
in certain circumstances.l I -j g 

b5 


"Under the authority of Executive Order 12333, dated December 4, 1981, and 
pursuant to Title 18, United States Code (U.S.C.), Section 2709 (Section 201 of 
the Electronic Communications and Privacy Act of 1986, as amended), you are 
hereby directed to provide to the Federal Bureau of Investigation (FBI) the 
names, addresses, lengths of s ervice, and electronic communication 

.rangarfinnal rornrHg tninHiiHJ I ^ 

I of the person or entity to whom the 
following telephone number was registered on [insert date].” 


b5 


NSL VIO-22410 


6/21/2007 








Message 


Page 6 of 7 


1 1 



1 pn tact, aoart from the openina 


paragraph of 2709, wherein it states that "wire or electronic communication 
service provider shall comply with a request for subscriber information and toll 
billing records, or electronic communication transactional records," neither of 
the oaraaraohs under fb) "reouired certification" even deal with transactional 
records. The statute cleaiiv is inartfullv drafted 1 

n 


r 





1 



Please give me your thoughts. 



SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SE NSI TIVE BUT UNCLASSIFIE D 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE B UT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


NSL VIO-22411 


6/21/2007 



Message 


Page 7 


SENSITIVE BUT U NCLASSIFIED 


NSL VIO-22412 


6/21/2007 



Message 


Page 1 of 1 


J(OGC) (INT) 


From: Q 
Sent: 

To: 

Subject[ 


JgC) (FBI) 




(FBI); 


Q 




(FBI) 


SENSITIVE BUT UNCLASSIFIED 
NON-RE CORD 


b6 


bVC 


b5 

b6 

b7C 


All IBFOEEATIOH COKTAIKED 
HEREIB ::B::BIJCUSSIFIED 
DATE::B7M:672S!!:7(ET 65179 Mffi /TAH/KSR/ JE 


SENSITIVE BUT UNCLASSIFIED 


NSL VIO-22413 


6/21/2007 





(OGC) (INT) 

From: 

1 l(OGC) (FBI) 

Sent: 

WpHnpsriav nprpmhpr 07 7005 1 -00 PM 

To: 

I hCA) (FRI) 

Cc; 

1 \6gC) (FBI); THOMAS. JULIE F. (OGC) (FBI)| | 


(OGCKFBI); CAPRONl, VALERIE E. (OGC) (FBI) 

Subject: 

RE; NSL Hypothetical 


UNCLASSIFIED 

NON-RECORD 


b5 

b2 

b7E 

nriginal Mpctu^np 

From: I b cAi (FBI) 

Sent: WPf1np«;dav Pecpmhpr n? ?QQS n -S6 am 

To: [ ^QGCV FBIvj (06C) (FBI); CAPRONl, VALERIE E. (OGC) (FBI) 

Cc: 1 I fOGOlhBL): IHUHAS.JUUEF.(OGC) (FBI) 

Subject: RE: NSL Hypothetical 

UNCLASSIFIED 
NON-RECORD 


I was hopin g to be able to provide the ISP transaction record attachment (guidance) to DOJ to assist in responding to 
their query [ |The document below called "transaction record attachment" is k c-, 

the dQfiumfinT mat is r.urrflntiy on tne i\aLH weosire a k the curp nt pony. The description of what's responsive on this 
doc is d ifferent than the attachment being circulated b j | "attachment 11" Both include I I ^ / 0 

I I Please let me k now which is the current attachment and which "types of information" category allowed us to b 7 D 

qet l l in the instance we obtained it. If this is easier to do via phone or in person, please reach out. 

Thanks, 


b6 

b7C 


: File- Attac hment ll.wpd ^ 


: File: transaction record attachment web.wpd : 


Special Counsel 

Office of Congressional Affairs 


feLiir ilffFOPSiTION COHTAIIffiD 
HEFEIB :IS: UUCLftSSIFIED 

pAli;;;d7:-TlS-2007 by 6S17a DI-IH/TAH/KSR/JE 


— Ori ginal Message — 

From: I bGC)(FBI) 

Sent: ■ * iifH ii uHv i Hi/ i iHp/nhprn? , 7 005 11:27 AM , 

To: J J(OGC) (FBI); CAPRONl, VALERIE E. (OGC) (FBI); 

Cc: I ~^ C) (FBI); THOMAS, lUUE F. (OGC) (FBI) I 

Subject: RE: NSL Hypothetical 


OCA) (FBI) 


UNCLASSIFIED 

NON-RECORD 


b2 


bG 

b^C 


b5 


NSL VIO-22420 







UNCLASSIFIED 

NON-RECORD 


b6 

b7C 




UNCLASSIFIED 

NON-RECORD 




2 NSL VIO-22421 







■Original Message- 


From: 

Sent: 

To; 

Cc: 

Subject: 


CAPRONI, VALERIE E. (OGQ (FBI) 
Wednesday. December 0 7. 2M5 10: 43 AM 
tfO CA^ (FBI)r 


kb! NSL Hypcinsiiai 


JGC) (FBI); \ 


bGC) (FBI) 

[); THOMAS, JULIE F, (OGC) (FBI) 


b6 I 
b7C 


UNCLASSIFIED 

NON-RECORD 



— Original Mess age 

From: I koCA) (FBI) 

Sent: ,\A/pHnpday fierpmlyr 07 .7005 10:34 AM 

To: I toGC) (F BI); CAPRONI. VAL ERIE E. (OGC) (FBI) 

Cc: pZC) (FBI)f^ [OGC)(FBI); THOMAS, JULIE F. (OGC) 

Subject: RE; NSL Hypothetical 


b5 

b2 


t)6 

b7C 


UNCLASSIFIED 

NON-RECORD 


This is the NSL pony (with attachment) that is currently on the NSBL website [ 


b2 

b5 


« File: transactional record.wpd » 


Special Counsel 

Office of Congressional Affairs 

I I b2 


;] (OGC) (FBI) 


Original Mess age 

From: | 

Sent: Wedt^esday, December 07, 2005 10:32 AM 

To: CAPRONI, VALERIE E. (O GC) (FBI) ^ 

Cc: I lOGC) (FBD l 

‘ kAb (ULAHFBl); IHUMAS,; 

Subject: RE; NSL Hypothetical 


b6 

b7C 


JULIE F. (OGC) (FBI) 


HoGC)(FBI)|_ 


UNCLASSIFIED 

NON-RECORD 


No. I think it’s the latest! 


b2 

b5 


-Original Message- 


From: 

Sent: 

CAPRONI, VALERIE E. (OGC) (FBI) 


To; 

1 lOGC) (FBlI 

TwnMA«: 11 II IFF rnr:n rPRi^ • 

|(OCA) (FBI): 

Cc; 

Subject: 

1 |OGC) (FBI)J 

‘ kb: NbL HypothStitai — ' 1 

[)GC)(FBI) 


3 NSL VIO-22422 



UNCLASSIFIED 

NON-RECORD 



UNCLASSIFIED 

NON-RECORD 


Interesting that you should raise this question, because Julie is about to discuss 



-Origirwl Message- — 


From; 

Sent; 

To: 

CCJ 

Subject: 



b6 

b7C 





UNCLASSIFIED 





Please call if you want to discuss. Thanks. 



UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 


5 


NSL VIO-22424 




^ -Q 



UNCLASSIFIED 

NON-RECORD 



UNCLASSIFIED 

NON-RECORD 



AIvI. IJfFORRmiW 

HEREIH IS XJHCUS3IFIE& 

DATE O^-ie-^OOT BY 6511?^ DHH/TAll-^KSP;/^ 


Privileged Attorney-Ciient/Attorney Work Product Communication 


b6 

b7C 

b2 


— Original 

From; 

Sent; 

To: 

Cc: 

Subject; 


I PCA) (FBI) 

Wednesday, November 23, 2005 1:00 PM 
■ T y riMAC imi c c rnrq (FBI); Cao roni. V, 
I [ OGQ (FBI)^ 

Legislative Priorities ’ 


0 (FBI) 


UNCLASSIFIED 

NON-RECORD 


b6 

b7C 







special Counsel 

Office of Congressional Affairs 


UNCLASSIFIED 


b7C 


UNCLASSIFIED 


UNCLASSIFIED 


2 


NSL VIO-22426 


cr cr 





Message 


Page 1 of 5 



Original Message — 

From: BOWMAN, MARION E. (OGC) (FBI) 




6/21/2007 








Message 


Page 2 of 5 



b5 

b2 

b7E 




Section 2709 requires electronic communication service providers to oomply with duly 

authorized requests for subscriber inform ation an d electronic communication^ 

transactional records. The proposal by th j | -aises one main question: is | 
an "electronic communication service provider v 


b6 

b7C 



NSL VIO-22428 


b5 

b6 

b7C 


b2 

b7 


6/21/2007 





Message 


Page 3 of 5 


V-, 


In 1986, ECPA amended the wiretap statute by adding the concept of electronic 
communication, which is much broader than wire communication. According to ECPA, 
electronic communication means “ any transfer of . . . data . . . of anv nature 
transmitted in whole or In part by a wire, radio [or other] system [etc.]" 18 DSC 2510 
(12). An electronic communications system is "any wire, radio, electromagnetic, 
photooptical or photoelectronic facilities for the transmission of electronic 
communications" and an electronic communications service is "any service which 
provides users thereof the ability to send or receive wire or electronic 
communications." 18 USC 2510 (14) and (15). These definitions, which were added in 
1986, are much broader than the 1968 definition of wire communication (which was 
itself loosened in the 1986 act to eliminate the common carrier requirement). 



— Ori ginal Message — 

From: I b GC) 

Stmt: Thiirsdav. Spnrpmhpr 30, 2004 7:26 AM 
TcJ I l^GC) (FBI) 


SENSITIVE BUT UNCLAS SIFIED 

NSL VIO-22429 


b6 

b7C 

KR 


6/21/2007 






Message 


Page 4 of 5 


NON-RECORD 


I 


b6 

b7C 


O riginal MesMae-- 

FromC 


H(OGq (FBI) 


Se nt; Wednesday, Septem ber 29 , 2004 3:45 PM 

To:l |(OGC) (FBI); BOWMAN, MARION E. (OGC) (FBI); 

imEq’ 


Subject: Fw£ 


b6 


b2 

t>7E 

b6 

b7C 


b5 

b2 

b6 

b7C 


SENSITIVE BUT UNCLASSIFrE D 
NON-R ECORD 


I did n 

e 


n't realize you were all o n the copy list for a 9/7/04 EC fromr 

on onoK/cio 


me message that l sent t(Q 
— O riginal Message — 

FromL 


I copieaj^ 


J(OGC) (FBI) 


Se nt: Wednesday. September 29. 2004 3:41 PM 
To:| IfBI) 

SuBjecr ' 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b5 

b6 

b7C 

b2 

b7E 



Thanks^ 


SENSITIVE BUT UNCLASSIFIED 


NSL VIO-22430 


6/21/2007 


cr cr 




Message 


Page 1 of 3 



(OGC) (INT) 

From: 

(OGC) (FBI) 


Sent: Thursday, June 17, 2004 1:21 PM 


To: 

Cc: 


BOWMAN. MARION E. (OGC) (FBI) 
(OGC) (FBI)I 


Subject: RE: 


](OGC) (FBI) 


bb 

b7C 

b4 

b'7D 


SENSIT IVE B UT UNCLAS SI FIED 
NON-RECORD 


]'■ Any thoughtsv 


p.j I expect you to do some work on this assignment. 


— Original Message — 

From; BOWMAN, MARION E. (OGC) (FBI) 
Se nt; Thursday, June 17, 2004 1;13 PM 
To: | ^ rOGCUFBI) 

Subject; re: | 

SENSITIVE BUT UNCLA SSIFIED 
NON- RE CORD 

I have no problem with it 


b6 

b7C 

— I b4 

— ' b7D 

ktl I!tirDJ?HATI(5S' C0KTAIjEI> 

HEFXIH-.IS mrCLASSIFIED 

DATE 07-15-2007: SY:;.:55i73,. DHH/TAH/m/Ji 


b5 

b2 

bo 

b7C 

b4 

b7D 


•O riginal Message- 


FromI IfOGO (FBI) 

Sent: Thursday, June 17, 2004 1:11 PM 
To: BOWMAN. MARION E- fom (FBn 


b6 

b7C 

Cc lCOGC)(FBI)J 

l(OGC) (FBI) 

b4 

Subject: FW:| 

1 

b7D 


SENSITIVE BUT UNCLASSIFIED 
NON - RECORD 


Spike, I sent out an email awhile ago about a cell phone company not providing incoming calls when 
an NSL is issued. I have since learned that this is the norm, that for wire or wireless calls, we 
generally only get incoming calls, as those are "billed” to the customer and are thus "toll billing 
records." Incoming calls are not billed to the customer, so they are not "toll billing records." And , in 
fact, most companies don't even keep records otinrrnminn calk I I 

I H 


NSL VIO-22435 




bb 

b4 

bG 

b^C 


6/21/2007 








Message 


Page 3 of 3 



b'7C 

b7E 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLA SSIFIED 


SE NSITIVE BUT UNCLASSIFIED 


NSL VIO-22437 


6/21/2007 



Message 


Page 1 of 2 



SENSITIV E BUT UNCLASSIFIED 
NON-RECORD 


Spike, I sent out an email awhile ago about a cell phone company not providing incoming calls when an NSL is 
issued, I have since learned that this is the norm, that for wire or wireless calls, we generally only get incoming 
calls, as those are "billed" to the customer and are thus "toll billing records." Incoming calls are, not billed to the 



,b5 

b2 

b4 

b7D 

b6 

b7C 



DATZ 07-16-2007 BY 6S179 DHE;TAH,'KSR,riJB 



6/21/2007 




Attached are new interim ponies that could be used to access this pervice. We anticipate that OGC will 

render more formal guidance and samples at a future date. * ' 


b7.D 

b4 

b7D 


ss/l 

b6 

1 |legal Unit| 

b7C 


b2 

b7E 


S ENSITIVE BUT UNCL ASS IFIED 


SENSITIVE BUT UNCLASSIFIED 


NSL VIO-22439 


6/21/2007 




Message 


Page 1 of 5 


(OGC) (INT) 


From: 

Sent: 
to: I 

Subject: RE 


luesaav uctooer rz . zuu4 


(OGC) (FBI) 
:20 AM 


rOGC) (FBI) 


SE NSITIVE BUT UNCLASSI FIED 
NON-RECORD 


THANKS VERY MUCH!!!! She is seated next to| |(at )| [down the next hallway from you. 

Thanks, again! 


O riginal Message- 

FromL 


H(OGC) (FBI) 


Se nt; Tuesday, October 12, 200 4 9:19 AM 

To: | j — 1 l(OGC) (FBI) 

Subject: | 


S ENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Jl've got it. Will deliver to[ 


b6 

b7C 


b6 

b7C 


b6 

b7C 


b2 

b6 

b7C 


nrininel 

From| |(OGC) (FBI) 

Sen t: Tuesday. Octobe r 12, 2004 9:16 AM 
To: I loGC) (FBI) 

Subject: Rt| ~| 


All DirORKATlOH COHTAIffll! 
IKEEItJ IS mtClASSIFIEB 


b6 

b7C 

b5 


I>ATZ 07 -1€-2007 SY SSldb DHE/TAH/KSE/dB 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Is that a few pages that you would have a copy of? We don't h ave a library here, and if it is just a 
few pages and you have it, could you make a copy and give it t d ( who is over there 


right now awaiting 
copy, ni go throughl 


9:30 meeting w ith Julie, before she heads back here? (If you don't have a 


If this is doable, I’d appreciate it. Thanks ] | 


— O riginal Message — 

Fromf [OGC) (FBI) 

S ent; lu65d5V. October 12, 200 4 9; 14 AM 
T d I fOGC) (FBI) 

Subject: RE| | 


bb 

b7C 

b5 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


bb 

b7C 


NSL VIO-22440 


6/21/2007 




Message 


Page 2 of 5 


Sorry, I was out Friday, The legislative history, Senate Report 99-541 , is at 1 986 US Code 
Congressional and Administrative News at around page 3568. 

— O riginal Message 

Fromr [OGC) (FBI) 

Se nt: Friday, October 08. mmil PM 
To | p liqGC) (FBI) 

Subject: RE 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

a can you tell me where you got the legislative history from? i”d lik e to g et a copy 
a look at what you looked at, since i am writing the OGC reply to | [ 

Thank a 


b6 

b'7C 


b.2 

b7S 

b6 

b7C 


b5 

b6 

b7C 




p roposes to use National Security Letters under 18 USC 2709 to obtain 
sub scriber information and "electronic communication transactional records" 
frori 


I I ne recoros mat wouic 

be sought through the NSL are the name, address, length of service, and toll- 
billing records of the user. 


b2 

b7E 


Section 2709 requires electronic communication service providers to comply 
with duly authorized requests for subscriber information aptLelectronic 
communication transar.tinna l records. The proposal by th j [ raises one 
main question; i^ pn "electronic communication service provider"? 


lb ,5 



6/21/2007 








Message 


Page 3 of 5 


In 1986, ECPA amended the wiretap statute by adding the concept of electronic 
communication, which is much broader than wire communication. According to 
ECPA, electronic communication means " any transfer of . . . data . . . of any 
nature transmitted in whole or in part by a wire, radio [or other] system [etc.]" 18 
use 2510(12). An electronic communications system is "any wire, radio, 
electromagnetic, photooptical or photoelectronic facilities for the transmission of 
electronic communications" and an electronic communications service is "any 
service which provides usere thereof the ability to send or receive wire or 
electronic communications." 18 USC 2510 (14) and (15). These definitions, 
which were added in 1986, are much broader than the 1968 definition of wire 
communication (which was Itself loosened in the 1986 act to eliminate the 
common carrier requirement). 




NSL VIO-22442 


6/2]/2007 




Message 


Page 4 of 5 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I M 


b6 

b7C 


— O riqioat Message-- 
From f^ ~ 

"I 

Subject: FW[ 


H(OGC) (FBI) 



ber 29, 2004 3:45 PM 

(OGC) (FBI); BOWMAN, MARION E. (OGC) 

foGC) 


b6 

b7C 

b5 


SEN SITIVE BUT UNCLASSIFIED 
NON-RECORD 


I didn't r p,ali7s you were all on the nnpy list fora 9/7/04 Fr: frnml J 
Ini concer ning an analysis 01 T 

^ 1 50 here is me message mat i sent to | | ana biina copied 

O riginal Message — 

From ! I (OGC) (FBI) 

Sent! Wednesday, September 29, 2004 3:41 PM 
Td |=BI) b 7 C 

SuBJecti b2 

b7E 


SENS ITI VE BUT UNCLASSIFIED 
NON-RECORD 


b5 

b6 

b7C 



b5 

b2 

b6 

b7C 


NSL VIO-22443 


6/21/2007 




Message 


Page 5 of 5 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENS ITIVE BUT UNCLASSI FIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCL A SSIFIED 


SENSITIVE BUT UNCLASSIFIED 


NSL VIO-22444 


6/21/2007 



Message 


Page 1 of 4 


OGC) (INT) 

From; | ] (OGC) (FBI) 

Sent: Tuesday, October 12, 2004 9:16 AM 

To: I l (OGC) (FBI) 

Subject: RE 

SENSI TIVE BUT U NCLA SSIFIE D 
NQN-RECQRD 


b6 


Is that a few pages that you would have a copy of? We don't have a library here, and if it is just a few pages and 

you have it, could you make a copy and give it to| |A/ho is over there right now awaiting a 9:3 0 

meeting with Julie, before she heads back here? (IT you OOn'T naOe a copy, i'll go throug j | b6 

If this is doable, I'd appreciate it. Thank ^ | 

— -Qrioinal Message- — 

From! [OGC) (FBI) 

S ent! Tuesday. October 12. 200 4 9:14 AM 
T< i l (OGC) (FBI) 

SuDieci: Kb: | I 


b6 

All t!fraiMIAT10!J CDSTAIHSI. b 7 f' 

HEKEIH IS IWClASSiriEI. , „ ' 

CATE 07-16-2007: Er SSlTS X'HEJ/TMl/KSE/JE 


NON-RECORD 



b6 

b7C 

b5 


- Original Messaqe- 


FroitL 


JOGC) (FBI) 


Se nt: Friday, October 0 8, 2004 1:22 PM 
To:| tOG O (FBI) 


Subject; RE 


SENSI TIVE B UT UNCLASSIFIED 
NON-RECORD 


b6 

b7C 

b5 


[ :an you tell me where you got the legislative history from? I"d like to get a copy or take a look 
at wnat you looked at, since I am writing the OGC reply to NY, 


d7C 


Thank^ | 


O riginal Message 

From I b GC) (FBI) b5 

Se nt: Friday. October 01 . 200 4 12:05 PM b6 

ToJ loGO l b GD (FBI) kt 

, rr. Rf i Ulhy VN, MARION E. (OGC) (FBI); I | (OGC) (FBI);| | 

I K OGC) (FBI) 

Subject: RE^ 


NSL VIO-22445 


6/21/2007 


a O' 




Message 


Page 2 of 4 


SENSITIVE BUT UNCLASSIFIED b6 

NON-R ECORD . 



Section 2709 requires electronic communication service providers to comply with duly 
authorized requests for sub scriber information and electronic c ommunica tion transactional 
records. The proposal by th ^ | raises one main question: is| ^n "electronic 

communication service provider"? 




In 1986, ECPA amended the wiretap statute by adding the concept of electronic 
communication, which is much broader than wire communication. According to ECPA, 
electronic communication means " any transfer of . . . data , . . of anv nature transmitted in 
whoie or in part by a wire, radio [or other] system [etc.]" 18 DSC 2610(12). An electronic 
communications system is "any wire, radio, electromagnetic, photooptical or photoelectronic 
facilities for the transmission of electronic communications" and an electronic 
communications service is "any service which provides users thereof the ability to send or 
receive wire or electronic communications." 18 USC 2510 (14) and (15). These definitions, 
which were added in 1986, are much broader than the 1968 definition of wire communication 
(which was itseif loosened in the 1986 act to eliminate the common carrier requirement). 


NSL VIO-22446 


6/21/2007 





Message 


Page 3 of 4 


b2 

b6 

b7C 


— Original Message — 

From I [OGC) 

S ent; i nursoay, bepcem oer 30, 2004 7:26 AM 
T d rOG O (FBI) 

Subject; FW:| | 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 




b6 

b7C 


b6 

b7C 

b5 


Orininal Mpg-iaflp 

From| |(OGC) (FBI) 

Sent: Wednesday, September 29, 2004 3:45 PM 

To:l l iOGC) (FBI); BOWMAN, MARION E. (OGC) (FBI);| 

Lupjec t; ^ ’ I 


b6 

b7C 

b5 


SENSITIVE BUT UNCLASSIFIED 
NON-RE CORD 


I didn't realize you were all on the copy list for a 9/7/04 EC frort-T 
r:nnr.P»rnina an analysis d 


jjnd blind copied!” 


j bo nersTST 


-Or iginal Message-- 

From:[2 


H(OGC) (FBI) 


Se nt; Wednesday, September 29, 2004 3:41 PM 

To; I ■ 

suUjecn 


JFBI) 


b6 

b7C 

b2 

b7E 


b5 

b6 

b7C 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



NSL VIO-22447 


6/21/2007 






Message 


Page 4 of 4 



b5 

b2 

b6 

b7 


SENSITIVE BUT UNCLASSIFIE D 


SENSIT IVE BUT UNCLA SSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


NSL VIO-22448 


6/21/2007 





Message 


Page 1 of 3 




‘ UNCLASSIF IED 


All INFORHAnOlfiiGOlJTAIMED 
IS UHCLAJJSif'iEi) 
DATi:-07^i5-2Q;d^;;sY;;®79;;M 


Proposes to use National Security Letters under j 


] fhe records that would be sought through the NSL 

are tne name, aaaress, lengtn or service, and toii-Diiiing records of the user. 


Section 2709 requires electronic communication service providers to comply with duly authorized r equests 
for subscriber information a nd electron ic communication transactional records. The proposal by the | | 
raises one main question: i^ Ian "electronic communication service provide^'? 



■b2 

b7E 

■b5 



6/21/2007 




Message 


Page 2 of 3 


b5 

b2 


In 1986, ECPA amended the wiretap statute by adding the concept of electronic communication, which is 
much broader than wire communication. According to ECPA, electronic communication means " any 
trans fer of . . . data . . . of any nature transmitted in whole or in part by a wire, radio [or other] system 
[etc.]" 18 use 2510(12). An electronic communications system is "any wire, radio, electromagnetic, 
photoopticai or photoelectronic facilities for the transmission of electronic communications" and an 
electronic communications service is "any service which provides users thereof the ability to send or 
receive wire or electronic communications." 18 USC 2510 (14) and (15). These definitions, which were 
added in 1986, are much broader than the 1968 definition of wire communication (which was itself 


b6 

b7C 

b5 

b2 


loosened in the 1 986 act to eliminate the common carrier requirement). 




O riginal Message . 

From | [OGC) 

Se nt; Thursday. Septe mber 30, 2004 7:26 AM 
To J ^ OGC) (FBI) 

Subject; FW | \ 

SEN SITIVE BUT UNCLASSIFIED 
N ON-R E CORD 


b6 

b7C 

b5 


I P ' 


b6 

b7C 


nrifiinal Mp«;<;anp 

Fronj I (OGC) (FBI) 

Se nt; Wednesday, Septemb er 29, 2004 3:45 PM 

Tol bGC) (FBI); BOWMAN, MARION E. (OGC) (FBI); 

(ofeq , , ' 

Subject: FWj | 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


NSL VIO-22450 


6/21/2007 




Message 


Page 3 of 3 


I didn't rea lize you were all on the copy list for a 9/7/04 EC from I 
analysis oi 


1nl boncemina g 


I So here is the message that I sent tcj jand blind copiedP 

-uri Qinai Message- — 


J (OGC) (FBI) 


From:| 

Sent: Wednesday, September 29, 2004 3:41 PM 
Tq:| 


^BI) 


Suttjecu: 

SENS IT IVE BUT UNCLASSIFIED 
NON-RECORD 


b7E 

b6 

b7C 


bo 

b6 

b7C 



b5 

b2 

b6 

b7C 


Thanks, r 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


NSL VIO-22451 


6/21/2007 




Message 


Page 1 of 4 


To: 

Cc: 


(OGC) (INT) 


"l^OGC) (FBI) 


From; [ 

Sent; Friday, October 01 , 2004 12:33 PM 
I |OGC) (FBI) 


(OGC); 

Subject: RE: 


pGC)(l-BI} 


|]oGC) (FBI); 


b6 

b7C 

b5 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b5 

b2 

b6 

b7C 


Or iginal Message 

Fromt l I (OGC) (FBI) 

Sent; Friday, October 01, 700 4 l?;ns PM 
To: | tOGo ] ^ 

Cc: BOWMAN, MARION E. (OGC) (FBI)P 

(FBI) 

Subject; RE: 


SENS I TIVE BUT UNCLASSIFIE D b6 

NON-RECORD kt 


l(O GC) (FBI) ^ ^ 

I (OGC) (FBI); I |OGC) 

All IBFOEHATIOH COHTAIIIEIs 

HESEIE IS UMCLA3S1FIEB 

PATE 07-16-2007 BT 6S179 PHH/TAH/KSP./ JB 


b6 

b7C 

b5 


I 

l oro poses to use National Security Letters under 18 USC 2709 to obtain subscriber information a nd 

^ "oloc'trfMTLr' onmmL inir-ation trancar-Hnnal rorrtrHc" frnrri \ 

I | ne recoras tnai wouio oe sougni inrougn me 

are the name, address, length of service, and toll-billing records of the user. 


Section 2709 requires electronic communication service providers to comply with duly authorized 
for subscriber information a nd electrori ic communication transactional records. The proposal by th( 
raises one main question: ij in "electronic communication service provider"? 


b5 

b2 

b7E 


b2 

b7E 


notes that the electronic <y>mmnnirj»Hnng in thig inctanpp aro '’cimnlu a wav/ nf navinn fnr a nnn- 



b5 

bb 


NSL VIO-22452 


6/21/2007 







Message 


Page 2 of 4 



in 1986, ECPA amended the wiretap statute by adding theconcept of electronic communication, which is 
much broader than wire communication. According to ECPA. electronic communication means " any 
transfer of , , . data . , . of any nature transmitted in whole or in part by a wire, radio [or other] system 
[etc.]" 18 use 2510(12). An electronic communications system is "any wire, radio, electromagnetic, 
photooptical or photoelectronic facilities for the transmission of electronic communications" and an 
electronic communications service is "any service which provides users thereof the ability to send or 
receive wire or electronic communications." 18 USC 2510 (14) and (15). These definitions, which were 
added in 1986, are much broader than the 1968 definition of wire communication (which was itself 
loosened in the 1 986 act to eliminate the common carrier requirement). 




NSL VIO-22453 


6/21/2007 


Message 


Page 3 of 4 




SENSITIVE BUT UNCLASSIFIE D 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


NSL VIO-22454 


6/21/2007 










From: | 

Ifbi) 

b6 

Sent: ■ Tuagrlaw flnr 

a 11, 2006 7:02 AM 

b7C 

Cc: 1 

JOGC) (FBI) 

b? 

SubjectH 

r 

b7E 

SENSITIVE BUT UNCLASSIFIED 


NON-RECORD 





lor your consiaeraiion 

] 


****This Document Contains Attorney Work Product and Attorney-Client Privileged Communications**** 


Associate Division Counsel 


b6 

b7C 

b2 

b7E 


I I -- i'm not sure it i l out you in me lOop on this one. but you probably should be in the loop since you 


handle the NSL issues with the field. 


SENSITIVE BUT UNCLASSIFIED 


b6 

b7C 

b2 


SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 


2 


NSL VIO-22456 





From: I 

PGC) (FBI) 

Sent: Wnflnssri; 

n Anril Ifl ?qnR-7^n PM 

To: 1 

l(FBI) 

Subject: R&: N§L 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

lOBs - rewording the attachment 


— Original Message-- 

From: I 

Sent: Wednesi 

ro; I 
Subject; ' Kb I NbL 


JFBI) 

3 2:22 PM 
:OGC) (FBI) 

:he attachment I 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


kti:. IHFORKATION COWTAIKED 
fSREIN IS UHCLASSIFISU 



s - reworaing the attachmen 

SENSITIVE BUT UNCLASSIFIED 


-Oriqinal Messaqe 

1 

|(FBI) 

b6 

it: wenne 

gaav Aiiril iy.-^06 1:21 pm 
|(OGC) (FBI) 

] 

b7C 

%L VIO-22457 
















SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 


3 


NSL VIO-22459 













— Origi nal Message- 

From: I 

Sent: Monday, April 17, 2006 2:38 Pf 

To: THOMAS, JULIE F. (OGC) (FBI); 


lOGQ (FBI) 


Subject: NSL lOBs - rewording ttie attachment 


Irva-N rFRT^•f 


? 


IGQ(FBI) 


b6 

b7C 

bb 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b5 

b2 

b6 

b7C 


SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 


2 


NSL VIO-22461 










Aggnr.ifltP ni\/i':tinn nniingp>l 


[ I'm not sure ill but you in the loop on this one, but you probably should be in the loop since you handle 
tne NbL issues with the iiuiu. ’ 


b6 

b7C 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


2 


NSL VIO-22463 


(T D" 





